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            GravityZone Business Security Premium

          
          
          
          
Next-Generation Endpoint Protection. Evolved

Advanced Prevention with Threat Context & Reporting for companies looking to elevate their business security.
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                  Number of Devices 
                      Workstations, file and mail servers, mobile devices* *for the on premise version
                    :

                  
                    
                    
                    
                  

                  Please select value between 3-100

                

                
                  Enter the total number of devices (laptops, desktops, file and mail servers*) you want to protect from 5 to 100.


                  
                  
                    
                      You can cover up to {SERVER_NUMBER;DISCOUNT=35} servers (incl. Linux) and {MAIL_BOX_NUMBER;DISCOUNT=150} mailboxes.

                    
                    
                    Servers account for up to 35% and mailboxes for up to 150% of total devices.
                    
                  


                

                
                  Subscribe for:
                  
                    1 year
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                  Old Price 
                  
                    Savings 
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                      Taxes not included
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    Next-Generation Endpoint Protection. Evolved.




    




        

    


    








      

    
      
        
        


    
        
    
    
    



    


      

      
        
          

    

    GravityZone Business Security Premium (formally known as GravityZone Elite) safeguards your organization from sophisticated cyber-attacks like advanced persistent threats (APTs) and ransomware with multiple layers of machine-learning-driven security technologies.

No specialist security knowledge is required to install and manage GravityZone Business Security Premium. Easy to manage from a single console, the solution covers physical, virtual, mobile, and cloud-based endpoints and email. Cloud and on-premise.

GravityZone Business Security Premium adds the human element into your security ecosystem, has low overhead, and provides the visibility and control you need. Designed to cater the needs of growing medium businesses, GravityZone Business Security Premium delivers maximum security value at a fair price point that works.
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                  #1 Ranked Prevention Technology Stack

                
                
                
                
                  Extensive, fully integrated range of preventive capabilities (device control, application control, risk analysis and more) that automatically stops 99% of attacks. 


                
                
              

            

            
          

        

      

        
          
            

          
          
            
              
                
                  Attack Forensics and Visualization

                
                
                
                
                  Gain insight into your threat environment and perform forensic analysis on attacks aimed at your organization. Visualize the attack kill chain and stop the threat.


                
                
              

            

            
          

        

      

        
          
            

          
          
            
              
                
                  Analytics Driven Hardening

                
                
                
                
                  Continuously assess, prioritize and harden endpoint security misconfigurations and settings with an easy-to-understand prioritized list.


                
                
              

            

            
          

        

      


      

      

      
    

  



  
    

  




  
  
    

      
        Capabilities and Benefits

      
      
      

      
      
    

    
      
        	

            
            
            
              Integrated risk analytics

            

            
              
              
            

          
	

            
            
            
              Ransomware Prevention and Mitigation

            

            
              
              
            

          
	

            
            
            
              Human Risk Analytics

            

            
              
              
            

          
	

            
            
            
              Layered Defense

            

            
              
              
            

          
	

            
            
            
              End-to-end attack forensics

            

            
              
              
            

          
	

            
            
            
              Network attack defense

            

            
              
              
            

          


      


      
        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Continuously analyze endpoint risks to uncover and prioritize misconfigurations and enable automatic hardening actions to remedy vulnerabilities. Identify user actions and behavior that pose a security risk to your organization, including logging into insecure websites, poor password management, and compromised USB usage.


              

            

          

        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Beating ransomware requires understanding the full cyber kill chain and mapping defenses to each attack stage. 

Ransomware prevention and mitigation is built into the GravityZone Management Console and consists of:

•       automatic, up-to-date tamperproof backup copies of user files, without using shadow copies;

•       blocking and prevention capabilities (Fileless Attack Defense; Network Attack Defense; Advanced Anti-Exploit; Machine Learning Anti-Malware);

•       multiple detection layers (Process inspection, registry monitoring, code inspection, Hyper Detect);

•       user and system risk mitigation technologies.


              

            

          

        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Helps identify user actions and behaviors that pose a security risk to the organization such as using unencrypted web pages for logging into websites, poor password management, usage of compromised USBs in the organization’s network, recurrent infections etc. 

By placing the human element in the middle of the risk analytics and management strategy, your organization becomes even harder to breach.


              

            

          

        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Signature-less technologies, including advanced local and cloud machine learning, behavior analysis, integrated sandbox, and device hardening, work as highly effective, layered, protection against sophisticated threats.


              

            

          

        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Attack forensics and visualization enhance the level of visibility into your organization’s threat landscape and reveals the broader context of attacks on endpoints. It lets you zero in on specific threats and take corrective action.


              

            

          

        
          
            
          

          
            
              
                
                
                  


    
        
    
    
    



    


                

                Detect and prevent network vulnerability attacks. Network attack defense blocks network attacks including brute force, password stealers, and lateral movement before they can execute. Network attack defense is an important source of information for EDR incident correlations.


              

            

          

        

      
    

  



  
    

  






  
    

  
  
    
      
        
          
            


    
        
    
    
    



    


          

        
        
          
            
              Bitdefender named a Leader in The Forrester Wave™: Endpoint Security, Q4 2023

            
            The independent report evaluated top providers and how they stack up, confirming, in our opinion Bitdefender as a global leader in cybersecurity. The report notes Bitdefender “differentiates with its aggressive prevention-first mindset”.
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          Advanced Prevention Technologies

        
        
        
        

      

    

    

    
      
        
          
            
              


  
  
    
    
    
    
  


            

            
              
              
                
                  HyperDetect™ blocks file-less Attacks at pre-execution

                
                
              
              HyperDetect contains machine learning models and stealth attack detection technology that is designed to detect attacks and suspicious activities in the pre-execution stage.


            

            
          

        
          
            
              


  
  
    
    
    
    
    
  


            

            
              
              
                
                  Sandbox Analyzer enhances targeted attack detection

                
                
              
              Sandbox Analyzer provides pre-execution detection of advanced attacks. It automatically sends files that require further analysis to a cloud sandbox, then takes appropriate action based on the sandbox findings.


            

            
          

        
          
            
              


  
  
    
      
      
    
    
    
    
    
    
    
    
  


            

            
              
              
                
                  Machine Learning predicts and blocks advanced attacks

                
                
              
              GravityZone uses Machine Learning across its entire technology portfolio including the scanning engine, HyperDetect, Sandbox Analyzer, content control and Global Protective Network.


            

            
          

        
          
            
              


  
  
    
    
  


            

            
              
              
                
                  Exploit Defense safeguards memory

                
                
              
              With Exploit Defense, the list of exploits blocked is extended to the pre-execution stage, protecting against known and unknown exploits early in the attack chain.


            

            
          

        
      

    
  



  
    

  




  
  
    
      


    GravityZone Business Security Premium Technologies




    




      

    

    Integrated endpoint protection, risk management, and attack forensics platform.





    








    

    
      


    
        
    
    
    



    


    

  



  
    

  






    




    

    
    
    
    
        
        


  
    

  

  
    
      
        


    Industry Recognition




    




        

    

    Bitdefender is recognized by industry analyst firms and independent testing organizations.
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                “We appreciate the GravityZone solution’s accuracy and speed with identifying and blocking malicious activity. GravityZone has done an excellent job for us.”


                
                
                  Timothy Du Four

                
                
                  






                
                Assistant Vice President and Director of Information Technology, Greenman-Pedersen

                
                  
                  
                    Read More
                  
                

              

            

          

        

      
        
          
            


    
        
    
    
    



    


          

          
            
              
                
                “Because Bitdefender has consistently provided such resiliency and security, we were confident that our data and systems would be protected even as our medical facilities experienced a surge in Covid-19 patients. Our confidence was well placed since we didn’t have any issues.”


                
                
                  GravityZone Business Security Premium review - Mario Fersterer - Tauernklinikum GmbH

                
                
                  






                
                Deputy Chief, IT and Head of IT Infrastructure, Tauernklinikum GmbH
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                “GravityZone’s security protection ranked consistently high in all the major research studies. It was great that Bitdefender took care of security, removal, and cleaning all in one package, so we wouldn’t need to manage multiple solutions. We also liked the efficiency of centrally managing all of our computers from the cloud, including the Exchange server.”


                
                
                  Denis Muckensturm

                
                
                  






                
                GravityZone Business Security Premium review - IT Manager, Les Jardins de Gaïa

                
                  
                  
                    Read more 
                  
                

              

            

          

        

      
        
          
            


    
        
    
    
    



    


          

          
            
              
                
                “With machine learning, behavior analysis and detection at various stages, Bitdefender gives us a lot more confidence that threats will be picked up along the line before they inflict any damage. It’s this layered approach that makes the product a real standout compared to competitors.”


                
                
                  Dan Crofts

                
                
                  






                
                Senior Infrastructure Engineer, Creditsafe Group

                
                  
                  
                    Read more 
                  
                

              

            

          

        

      
    

    
  


  
    
      
        
          
            
              
                


    
        
    
    
    



    


              

            

          
            
              
                


    
        
    
    
    



    


              

            

          
            
              
                


    
        
    
    
    



    


              

            

          
            
              
                


    
        
    
    
    



    


              

            

          

        

        
          
            
              
                
              
            
            
              
                
                  
                    
                  
                
              
            
          
        

        
          
            
              
                
              
            
            
              
                
                  
                    
                  
                
              
            
          
        

      

    

  



	
		

	




  
    
      
        

      
      
        
          
            
              
                FAQ - GravityZone Business Security Premium

            
            
            
            
          


          

        

      
      
        
          

            
            
              
              
                 Why do you need next-gen endpoint protection security capabilities?

              
            

            
              Enterprise data breaches continue to become more prevalent and damaging. Hackers constantly perfect their attacks to evade traditional antivirus solutions. Your business needs a next-gen endpoint security solution that delivers more than basic prevention and hardening.


            

          

        
          

            
            
              
              
                 Why GravityZone Business Security Premium?

              
            

            
              When choosing the right endpoint security solution, we recommend opting for stronger prevention enhanced with technologies to reinforce security posture: harden defenses, reduce risk, and uncover the threat landscape. GravityZone Business Security Premium delivers all of this in a single package.


            

          

        
          

            
            
              
              
                 Can I try before I buy?

              
            

            
              Yes. With just a few clicks, you can get a 1-month Free Trial. Once the trial period ends, you will need to purchase the solution for continued use.


            

          

        
          

            
            
              
              
                 What is the licensing model?

              
            

            
              GravityZone Business Security Premium is available for purchase either online (up to 100 devices) or through one of our trusted partners. You can also add extra licenses anytime you need. If you need to scale up and protect more endpoints, you can contact one of our official partners in your region. Find your nearest partners using our partner locator.


            

          

        
          

            
            
              
              How do I renew my license?

              
              
            

            
              You can renew it online or through a partner, whatever suits you best.

For more information click here.


            

          

        
          

            
            
              
              
                 What types of devices and endpoints are compatible with GravityZone Business Security Premium?

              
            

            
              GravityZone Business Security Premium protects desktops, servers (physical and virtual), mobile devices (on-prem only) and Microsoft Exchange mailboxes. It covers any OS (Windows, Mac, Linux) and all virtualized platforms.

Top engineering firm sees malware-related incidents decrease by nearly 90 percent, faster threat detection and response and improved user experience with reduced false alerting.

See Operations Video Testimonial


            

          

        
          

            
            
              
              I noticed that the name of this offering has changed from GravityZone Elite to GravityZone Business Security Premium. Has the product changed?

              
              
            

            
              No, there have been no changes to the product or offering. We updated the name of GravityZone Elite to GravityZone Business Security Premium as of April 5, 2022. There were no functionality or capability changes associated with the name change. 


            

          

        
      

      

    

  







  
    
      
        

      
      
        
          
            
              
                Specifications / System Requirements

            
            
            
            
          


          

        

      
      
        
          

            
            
              
              
                 Supported Operating Systems

              
            

            
              Windows 11 Windows 10 November 2021 Update (21H2) Windows 10 May 2021 Update (21H1) Windows 10 October 2020 Update (20H2), Windows 10 May 2020 Update (20H1), Windows 10 November 2019 Update (19H2), Windows 10 May 2019 Update (19H1), Windows 10 October 2018 Update (Redstone 5), Windows 10 April 2018 Update (Redstone 4), Windows 10 Fall Creators Update (Redstone 3), Windows 10 Creators Update (Redstone 2), Windows 10 Anniversary Update (Redstone 1), Windows 10 November Update (Threshold 2), Windows 10 (RTM, version 1507), Windows 8.1, Windows 8, Windows 7



Ubuntu 14.04 LTS or higher, Red Hat Enterprise Linux / CentOS 6.0 or higher, SUSE Linux Enterprise Server 11 SP4 or higher, OpenSUSE Leap 42.x, Fedora 25 or higher, Debian 8.0 or higher, Oracle Linux 6.3 or higher, Amazon Linux AMI 2016.09 or higher



macOS Monterey (12.x) macOS Big Sur (11.x), macOS Catalina (10.15), macOS Mojave (10.14), macOS High Sierra (10.13), macOS Sierra (10.12)



Windows 10 IoT Enterprise, Windows Embedded 8.1 Industry, Windows Embedded 8 Standard, Windows Embedded Standard 7, Windows Embedded Compact 7, Windows Embedded POSReady 7, Windows Embedded Enterprise 7



Windows Server 2022 Windows Server 2019 Core Windows Server 2019, Windows Server 2019 Core, Windows Server 2016, Windows Server 2016 Core, Windows Server 2012 R2, Windows Server 2012, Windows Small Business Server (SBS) 2011, Windows Server 2008 R2

 

Check out the full list of requirements and prerequisites on our business support dedicated page.


            

          

        
          

            
            
              
              
                 Control Center Minimum Hardware Requirements

              
            

            
              T CPU: 4 vCPU with 2 GHz each

Minimum RAM memory: 6 GB recommended

40 GB of free hard-disk space

Internet access for updates and communication with remote and mobile endpoints.


            

          

        
          

            
            
              
              
                 Endpoint Hardware Requirements

              
            

            
              Minimum: 2.4 GHz single-core CPU

Recommended: 1.86 GHz or faster Intel Xeon multi-core CPU

Memory:

Minimum free RAM: 512 MB

Recommended free RAM: 1 GB

HDD Space: 1.5 GB of free hard-disk space


            

          

        
          

            
            
              
              
                 GravityZone Control Center (On-Premise Console)

              
            

            
              GravityZone Control Center is delivered as a virtual appliance and is available in the following formats:

OVA (compatible with VMware vSphere, View)

XVA (compatible with Citrix XenServer, XenDesktop, VDI-in-a-Box)

VHD (compatible with Microsoft Hyper-V)

Support for other formats and virtualization platforms may be provided on request.


            

          

        
      

      

    

  








	

  
    
    
      
        
          
            
              
              
                


    
        
    
    
    



    


              

              Blog
              
                ESG Report “The Emerging Era of Configuration Risk Analysis”

                Closing the Gap with an Expanded Endpoint Protection Platform.
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              Solution Brief
              
                Ransomware Prevention And Mitigation Solution Brief
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